Chapter 7
Transport Layer

7.0 Introduction
7.1 Transport Layer Protocols

7.2 TCP and UDP
7.3 Summary



Transport Layer

DATA TRANSMISSION FROM SENDING DEVICE TO RECEIVING DEVICE ON OSI MODEL
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Transportation of Data

Role of the Transport Layer

The transport layer is responsible for
establishing a temporary communication
session between two applications and
delivering data between them.

TCP/IP uses two protocols to achieve this:
 Transmission Control Protocol (TCP)
e User Datagram Protocol (UDP)



Transportation of Data

Role of the Transport Layer

Primary Responsibilities of Transport Layer Protocols

 Tracking individual
communication between

applications on the source and B
destination hosts

¢ Segmenting data . N

e Reassembling segmented data
at the destination ’ [

e Identifying the proper application _f— _—

for each communication stream s e

; : The tranzport layer moves ——
C Transport | B %= data between applications == E Transport j
: - an devices in the network.
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Network Access Nefwork Access




Multiplexing/Demultiplexing

a socket is the interface through which a process
communicates with the transport layer

each process Can use one or many sockets

the transport layer in a receiving machine receives
segments from its network layer

delivering segments to the correct socket is
called demultiplexing

assembling segments and passing them to the network
layer is called multiplexing

multiplexing and demultiplexing are needed whenever a
communications channel is shared



Conversation Multiplexing

e Sending one big chunk of data in a network can jam a
network
 segmenting the data into smaller chunks enables many

different communications to be multiplexed on the same
network

e Data can be sent and received at the same time

Transport Layer Services
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Transport Layer Reliability

TCP/IP provides two transport layer protocols, TCP and UDP.
TCP (Transmission Control Protocol)

 Provides reliable delivery; ensures that all of the data arrives at the
destination.

e Uses acknowledged delivery to ensure delivery
e More overhead.

UDP (User Datagram Protocol)
e Provides just the basic functions for delivery — no reliability.
 Less overhead.

TCP or UDP — which to use
e Depends on level of reliability desired
e Dependson the requirements of applications.



RFC

A Request for Comments (RFC) Is,
a type of publication

authored by engineers and computer
scientists

submitted either for peer review or simply
to convey new concepts



https://en.wikipedia.org/wiki/Computer_scientist
https://en.wikipedia.org/wiki/Peer_review

TCP — Transmission Control Protocol

e Connection-oriented — it creates a session
between the source and destination

* Reliable delivery — it re-transmits lost or
corrupt data

e Ordered data reconstruction — it reconstructs
numbering and sequencing of segments

 Flow control — it regulates the amount of data
transmitted

e it tracks the session



UDP — User Datagram Protocol

e Connectionless

 Unreliable delivery

* No ordered data reconstruction
 No flow control

e Stateless protocol

Applications that use UDP:

e Domain Name System (DNS)
e Video Streaming

 \olIP



Separating Multiple Communications

TCP and UDP use port numbers to differentiate between applications.

Port Addressing
g;
) —_— = -i"“
To: you@example. com = -
From: me@example com | ¥ | 2
Subject: Email =
Different _, Electronic Mail HTML Page Internet Chat
Applications
Protocols == T POP3 T HTTF I I
Application Application Application
Transport ] Port Data Port Data Port Data
Port Numbers = 110 80 531
Data for different applications is directed to the correct application because each application
has a unique port number.




Introducing TCP and UDP

TCP and UDP Port Addressing

The TCP layer requires a port number to be assigned to each
message. This way it can determine the type of service being
provided.

These ports are merely reference numbers used to define a
service.

For instance, port 23 is used for telnet services, and HTTP uses
port 80 for providing web browsing service. There is a group
called the IANA (Internet Assigned Numbers Authority) that
controls the assigning of ports for specific services.

There are some ports that are assigned, some reserved and
many unassigned which may be utilized by application
programs. Port numbers are straight unsigned integer values
which range up to a value of 65535.



TCP and UDP Port Addressing

Port Numbers
Port Number Range Port Group
0to 1023 Well Known (Contact) Ports
1024 to 49151 Reqistered Ports
49152 to 65533 Frivate and/or Dynamic Ports

r

Registered TCP Ports:
1863 MSN Messenger

Well Known TCP Ports:
21 FTP

23 Telnet

20 SMTP

2000 Cisco SCCP (VoIP)
BOOB8 Alternate HTTP
BOB0D Alternate HTTP

B0 HTTP

110 POP3
184  Internet Relay Chat (IRC)

443 Secure HTTP (HTTPS)




Introducing TCP and UDP

TCP and UDP Port Addressing (Cont.)

Registered UDP Ports: Well Known UDP Ports:
1812 RADIUS Authentication 69  TFTP
Protocol 520 RIP
5004 RTP (Voice and Video
Transport Protocol)
5040 SIP (VolP)

Registered TCP/UDP Common Well Known TCP/UDP Common
Ports: Ports:
1433 MS 3QL 53 DNS
2948  WAP (MMS) 161 SNMP
241 AOL Instant Messenger, IRC




TCP and UDP Port Addressing

The ‘Netstat’ command is used to examine TCP
connections that are open and running on a

networked host.

C:h\=netstat

actiwve Connections

Proto
TCE
TCFP
TCP
TCFP
TCFP
TCP

Crh>

Local

kenpc:
kenpc:
kenpc:
kenpc:
kenpc:
kenpc:

Address
31z2¢e
3154
31545
318l
3lel
3lese

Foreign Address
182.168.0.2:nethiocs-ssn
207.138.126.152:http
207.138.126.169:http
207.138.126.169:http
sc.msn.com: http
www.clsco.com:http

State
ESTABRLISHED

ESTABLISHED
ESTABLISHED

ESTABLISHED
ESTABLISHED
ESTAELISHED



TCP and UDP Segmentation

The transport layer divides the data into pieces and
adds a header for delivery over the network

Transport Layer Functions

Application Layer Data

Piece 1 Piece 2 Piece 3
UDP Datagram Or TCP Segment
Piece 2 Piece 1
Piece 1 Piece 2
Piece 3 Piece 3




TCP Server Processes

Well-known ports are used as destinations, such as 80
(SMTP) and 25 (HTTP).

Server
Client 1 HTTP: Port 80 Client 2
SMTP: Port 25
; Client reguests to TCP server ;
- -
HTTP Request: SMTP Request:

Source Port: 49152 Source Porl: 51152
Destination Port: 80 Destination Port: 25

Use well known port numbers as the destination port.




TCP Communication

TCP Server Processes (Cont.)

Random ports are used sources.

Sansar

Client 1 HTTP: Port 80 Client 2
SMTRP: Port 25

Client requests to TCP server

- -
HTTP Request: SMTP Request:
Source Port: 49152 Source Port: 51152

Destination Port: 80 \ / Destination Port: 25

Use random port numbers as the source port.




TCP Connection, Establishment and Termination

Three-Way Handshake

Three-way Handshake is the method used by TCP set up a TCP/IP
connection over an Internet Protocol based network.

It first establishes that the destination device is present on the network

It then verifies that the destination device has an active service and is

accepting requests on the destination port number that the initiating
client intends to use for the session

It informs the destination device that the source client intends to
establish a communication session on that port number


http://www.inetdaemon.com/tutorials/internet/ip/index.shtml
http://www.inetdaemon.com/tutorials/networking/index.shtml

TCP Three-Way Handshake

Step 1: The initiating client requests a client-to-server communication
session with the server



TCP Reliability — Ordered Delivery

Sequence numbers are used to reassemble segments into their original
order.

TCP Segments Are Re-Ordered at the Destination

Different segments

may take differznt
routes. \"“\.‘

TCP re-orders the ssgments to the
orginal ocrder.

Data
: Segment 2 —————
E.’ﬂtf:" I'E:ltn Having taken Segment 2 Segment 2
=t Segment 3 different routes
segmenis. o the

= Segment 6 = Segment 3
destination,

seqments
arive cutof | SRR Segment 4
order. f
seoments /| | SSGROHEIN
Segment &

X Segment 3 - Segment G




Acknowledgement and Window Size

The sequence number and acknowledgement number are used together
to confirm receipt.

Ao kkmowvwiledgement of TP Segrmments

Achkmoesledgermeaent

=ounc= FPort Cre=timation Pork =e-ruuernese RRNurmber
FHMurmber=
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=tart wwith bwb= 751, starting wwith bwte 771 .
Il am sending 10 bwyles. |l ==xxpaect bwle= 7F1 11 next.
. o
SO e st Seq. F=W -

10 BEyte=

ozs | == |+ NEEN | -
==t = =
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B— | =3 1028 1 1
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The window size is the amount of data that a source can transmit before
an acknowledgement must be received.




Window Size and Acknowledgements

TCP Segment Acknowledgement and Window Size

Sequence number 1

Sequence number 1501

Receive Acknowledge

Sequence number 3001

Sequence number 4501

Receive Acknowledge

Window size = 3000

1500 bytes

1500 bytes

Y

1500 bytes

1500 bytes

s

4
Receiver

Receive 1 - 1500

Receive 1501 - 3000

Acknowledgement number 3001

Receive 3001 - 4500

Receive 4501 - G000

Acknowledgement number 6001

The window size determines the number of bytes sent before an

acknowledgment is expected.

The acknowledgement number is the number of the next expected byte.




TCP Flow Control — Congestion

TCP Congestion and Flow Control

»
Sender Window size = 3000 Raceiver

1500 bytes
Sequenoce number 1 =1 Recsive 1 - 1500

1500 b
%S el Receive 1501 - 3000

Sequence number 1501

Acknowledgerment number 3001

Recaive Acknowledge -

Sequence number 3001

1500 bylas Fel| Segment 3 is lost because of
congestion at the receiver.

1500 bytes )
- REecaive 4501 - 6000

Saquence number 4501

FRecaive Acknowledge - Acknowledgerment numbear 3001
Windowr size = 1500

If segments are lost because of congestion, the Eeceiver will acknowledge the last receved
sequential segment and reply with a reduced window size.




UDP Low Overhead vs. Reliability

UDP

 Simple protocol that provides the basic transport layer function
e Used by applications that can tolerate small loss of data
e Used by applications that cannot tolerate delay

Used by

e DNS

e Simple Network Management Protocol (SNMP)
e Dynamic Host Configuration Protocol (DHCP)

e Trivial File Transfer Protocol (TFTP)

e |P telephony or VolP

e Online games



Datagram Reassembly

UDP: Connectionless and Unreliable

Different datagrams
may take different

routes.

Data
Diata is
divided into
datagrams.

e .y
Out of arder

datagrams

Having taken re-ordered.

Datagram 3 different routes D ram 6
. to the atag Lost datagrams

destination, are nat
datagrams _ re-sent.
arrive out of

order. Datagram 4

Datagram 6




UDP Server and Client Processes

UDP-based
server
applications
are assigned
well-known or
registered port
numbers.

UDP client
process
randomly
selects port
number from
range of
dynamic port
numbers as the
source port.

Clients Sending UDP Requests

Server

Client 1 DNS: Port 53 Client 2

RADIUS: Port
D — g
» »

: Client 2 RADIUS User
Client 1 DNS Request: ; il
Source Port 49*1 52 Authentication Request:

R Source Port 51152
Destination Port 53 Destination Port 1812




END
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