Chapter 6:
Network Layer (Layer 3)
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The Network Layer

The network layer provides services to allo
end devices to exchange data across the
network.

Four basic processes used :
» Addressing end devices
» Encapsulation

» Routing

» De-encapsulating




Network Layer Protocols

Protocols are needed for communication.
Common network layer protocols include:
» IP version 4 (IPv4)
» IP version 6 (IPv6)

Non-IP protocols are known as Legacy
network layer protocols. They include:

» Novell Internetwork Packet Exchange
(IPX)

» AppleTalk

» Connectionless Network Service
(CLNS/DECNet)




IP Characteristics

IP Components

An IP packet consists of an IP header
and a segment after encapsulation.




IP Characteristics

IP Components

Every packet will flow through the
Internetwork from source to

destination device. TCP/IP

NETWORK LAYER

IP Packets flow through the internetwork.




Characteristics of the IP protocol

IP - Connectionless

No connection is made with device while data are
sent,

Connectionless Communication

Letter

A letter is sent.

The sender doesn't know: The receiver doesn't know:

« if the receiver is present « when it is coming
« if the letter arrived
« if the receiver can read the letter




Characteristics of the IP protocol

Best Effort Delivery

|

Packets are routed through the Some packets may be lost en route.
network quickly.

The IP Network Layer protocol does not guarantee that all
packets sent will be received. Other protocols track packets
and ensure delivery.




Characteristics of the IP protocol

IP — Media Independent

Optical Fiber

pee

Copper Serial Copper Ethernet

Wireless
Copper Ethernet

IP packets can travel across different media.
It is thus media-independent.



IPv4 Packet

Encapsulating IP

Transport Layer
Encapsulation

LAYER 4

Segment
Header Daia

Transport Layer PDU

flow of data

Network Layer Encapsulation IP Header Transport Layer PDU

LAYER 3

Network Layer PDU

IP Packet

The network layer adds a header so packets can be routed through complex networks
and reach their destination. In TCP/IP based networks, the network layer PDU is the IP
packet.



IPv4 Packet

IPv4 Packet Header

The IPv4 packet

header contains 14
fields;

13 required, 1 option:

Each field has a leng
of 1 byte

2

Internet
Header
Length

Total Length




Limitations of IPv4

IP Address depletion
IPv4 uses 32-bit (four-byte) addresses; this limits the addr
4294967296 addresses.

IP v6 was created to overcome this limitation.

Internet routing table expansion
Once the number of routing tables reaches 512,000,
Cisco devices will face problems.

Lack of end-to-end connectivity
End-to-end connectivity is a property of the Internet that all
nodes to send packets to all other nodes , without requiring
intermediate network elements to further interpret them.
IP cannot do that.



Network Layer in Communication

Introducing IPv6

To overcome the limitations of IPv4, IPv6 was Intr

It offers the following benefits:
» Increased address space compared to IPv4
» Improved packet handling compared to IPv4.

» Eliminates the need for NAT (Network Address
Translation).

» Integrated security
» IPv4 offers 4294967296 addresses




IPvd4 and IPv6 Headers

IPv4 Header IPv6 Header
\ersion IHL Type of Service Total Length Version Traffic Class Flow Label
Identification Flags | Fragment Offsat
Payload Length

Time to Live Protocol Header Checksum

Source Address Source Address

Destination Address
Options Padding

Legend
CJ - Field names kept from IPv4 to IPvE DL
D - Fields not kept in IPvE
G - Name & position changed in IPvE
- - New field in IPvE

Ny



Host Routing Tables

Host Packet Forwarding Decision

The IP address of the R1
interface is the default gateway
address for PC1 and PC2.

Local Network Route

192.168.10.0/24 Remote Networks

Direct
Connection




Routing Table

A routing table is a data table stored in a router or a
networked computer.

Routing refers to finding the best path.

It lists the routes to particular network destinations.

The primary function of a router is to forward a packet
toward its destination destination IP address.

To do this, a router needs to search the routing informati
stored In its routing table.



Routing Table

How a routing table looks like:

C:\Users\PCl>netstat -r

<Qutput omitted>

IPv4 Route Table |

Active Routes:

Network Destination

0.0.0.0
127.0.0.0

127.0.0.1
127.255.255.255

192.168.10.0
152.168.10.10
192.168.10.255
224.0.0.0
224.0.0.0
295,255 .255.255
255.255.255.255

<Qutput omitted>

Netmask
0.0.0.0
255.0.0.0

255.255.255.255
255.255.255.255
255.255.255.0
255.255.255.255
255.255.255.255
240.0.0.0
240.0.0.0
255.255.255.255
255.255.255.255

Gateway
192.168.10.1
On=link
On-1link
On-link
On-=1ink
On-1link
On-link
On-link
On-link
On-link
On-link

Interface Metric

192.168.10.10
127.0.0.1

127.0.0.1
127.0.0.1
192.168.10.10
192.168.10.10
192.168.10.10
127.0.0.1
192.168.10.10
127.0.0.1
192.168.10.10

25
306

306
306
281
281
281
306
281
306
281




Default Gateway

Host Routing Table

Hosts must maintain their own routing table to ensure that n
layer packets are directed to the correct destination network.
The local table of the host typically contains:

» Direct connection
» Local network route

» Local default route




Host Routing Tables

Sample IPv4 Host Routing Table

192.168.10.0/24

192.168.10.1

10.10.10.10

=Cutput omitted >
IPwv4 Route Table

C:\Users"PCl> netstat

—_—r

Actiwve Routes:
Network Destinati

127.0.0.0
12T7T.0.0.1

1922 .168.10.0
192.168.10.10

224.0.0.0
224.0.0.0

L= <

=Cutput omitted=>

. 0.0.0

127 .255.255.255

192.168.10.255

255.255.255.255
255 .255.255.255

s == = & - = - - = = = __—__- - _ - =

Metmask

Q.0.0.0
255.0.0.0

255 . 255 . 255255
255 .255. . 255.255
255.255.255.0
255.255.255.255
255 255 .255.255
240.0.0.0
240 . 0.0.0

255 .255.255.255
2855 255 255255

o

Gateway
192 .168.10.1
i 1
On—l1link
On—=link
On—link
On—link
On—-link
On—link
On—link
On—link
On—link

= = _ - - _—- - & 3 _ _°

Interface atric
92 . 168._.10.10 25
12 7.0.0.1 206

127.0.0.1 306
127T7.0.0.1 306
192.168.10.10 281
192 .168.10.10 281
192.168.10.10 281
12T.D.0.1 306
1922.1¢8.10.10 281
127.0.0.1 3086
192.168.10.10 281

e = = = S = = - = 2 - =& 2




Host Routing Tables

Sample IPv6 Host Routing Table

fe80::2c30:3071:e718:2a926/M128
2001:db8:9d38:953c:2c30:3071:e718:2a926/128

feB0:./128

C:ZWUsKkrs\WPCl> netstat -r

Active Rou

If Metric Network Destination Gateway
16 58 : On-link
1 306 F128 On-link
lE 5.8 1+ = D ﬁ-ﬁ.Tiﬁ'lr
16 308 2001:0:9d38:953c:2c30:3071:718:2926/128)
On-link
15 281 feBO::/64 On-link
16 306 fﬂﬂﬂ;;ﬂﬁj =1 4 ik
16 F0ELfaB0z2+:2c30:23071aT7]l1B~a926,/128
On-=link
15 £281 feBO::blee:cdae:allV::2T71£/128
On-=-1link
1 306 ££00=z:/8 On-link
16 306 ££00::/8 On-link

15 281 Ef0D::/B On-link

- N R O R

=0Dutput omitted=




Router Routing Tables

A device can have 2 types of networks:
* Directly-connected networks and
 Remote networks

Directly connected
network

192.168.10.0/24
10.1.1.0/24

209.165.200.224/30

225
226

Directly connected 10.1.2.0/24
192.168.11.0/24 network e

Directly connected
network

R1 has 3 directly-connected networks,
and 2 remote networks




Router Routing Tables

Remote Network Routing Table Entries
Meaning of parts of a table entry

-
-
-

R
.
.

- Ideniﬁ"es.how the neﬁmnrk was, Jearned by the router
B Id'entl,ﬁes the d.estlnatlorj network

+*
'l-

D Identlf"es th.e metn;: L1o] reach the remote network.
- Idenjrﬂes tha ﬂext hop |IP address to reach the remote network.

'-

F .. fdeni-rﬁ‘es the amount of elapsed time since the network was discovered.
- Identn‘"es the outgoing interface on the router to reach the destination network.




Router Routing Tables

Next-Hop Address

The next hop is the next possible destination
for a data packet.

next hop is an IP address entry in a router's
routing table.




Router Routing Tables

Next-Hop Address

192.168.10.0/24

192.168.11.0/24

10.1.1.0/24

El#show ip route ..-"“1l
Codes: L. -— local, C - connected, 5 - static, B - RIP, ,-‘ﬂl‘rzbile, B - BGP
oD — EIGRP, EX - EIGEF extermal, © —- OSPEF, IL ,-GEPE‘ inter area
N1l - OSPF NS55A extermal type 1, N2 - OSPF HS‘SA external type 2
El - OSPF extermal type 1, EZ - OSPF eaﬁ-t.'&:cnal type 2, E - EGP
i - I5-I5, L1 - I5-I5 lewel-1, LZ .—c*IS IS lewel-2, ia — I5-1I5 inter area
* — candidate default, T - peEIz -ader static route, o - ODR
P - periodic downloaded sta,t;ic route
Gateway of last resort is _nct .set
Next hop address  _..-*"
10.0.0.0/8 is vtﬁ:lably subnetted, 2 =ubnets=s, 2 masks
D 10.1.1.0/24 [30/2170112] wia 209.165.200.226, 00:00:05, Serial0/0/0
D 10.1.2.0/24 [20/2170112) wia 209.165.200.22&6, 00:00:05, Seriald/ 0/ /0
192.168.10.0/24 is wariably subnetted, 2 =subnets, 3 masks
C 182.168.10.0/24 is directly connected, GigabitEthernetd/0
L 192.168.10.1/32 is directly connected, GigabitEthernet0/0
192.168.11.0/24 is wariably subnetted, 2 subnets, 3 masks
C 1892.168.11.0/24 i=s directly connected, GigabitEthernet(/1
L 1892.168,.11.1/32 i=s directly connected, GigabitEthernetl/1
209.185.200.0/24 is wariably subnetted, 2 subnets, 3 masks
C 209.165.200.224/30 is directly connected, Seriald/0/0
2089.165.200.225/32 is directly connected, Seriald/0/0




ROUTERS




Anatomy of a Router

A Router Is basically a Computer
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Anatomy of a Router

Router Memory

There are 4 types of memory used in a router:
e RAM

« ROM Memory Volatile /
: Wh r red in the Memor
 NVRAM Type Non-Volatile LGl Sl Kl Ut el s
* Flash
* Running IOS
: * Running configuration file
RAM Wl e IP routing and ARP tables
» Packet buffer
* Bootup instructions
ROM Non-Volatile » Basic diagnostic software
e Limited IOS
NVRAM Non-Volatile » Startup configuration file
Flash Non-Volatile 105

Other system files



Anatomy of a Router

Inside a Router

Main parts of a Router

1. Power
Supply ...

Shield for

ing
........
RET

lllllllllllllll

Advanced
Integration

Module ...oeeesses
(AIM)




Anatomy of a Router

Router Backplane

On the backplane of the router, there are different p
for different connections.

serial
Router Backplane T

Double-Wide EHWIC slots EHWIC 0 AUX LAN
Port Interfaces

Two 4 GB Flash Card Slots




Router Boot-up

Cisco I0S

Cisco 10S for routers provides the
following:

» Addressing

» Interfaces

» Routing

» Security

» QoS

» Resources Management




Router Boot-up

Bootset Files

Different files are stored in different

memory spaces.

FLASH

RAM

I0S image

c1900-universalk9-
mz.SPA.152-4 M1.bin

Cisco 10S

T

[ Other system related files

NVRAM

[ startup-config

Load startup-config

running-config




Configuring a Router

» When a Cisco router is booted for the firs
some basic configuration has already been
performed. This is the default configuratio

» To check the configuration details, we can
command ‘show running-config’ at the CLI.

» It may need to be re-configured to suit the
network it is used In.




Configuring a Router

CLI commands to enter into

configuration mode.

Y
Router> enable Router> en
Routert configure terminal Router# conf t
Enter confiquration commands, one per line. Enter configuration commands, one per line,
End with CNTL/Z. OR |End with CNTL/Z.
Router (config) # hostname R1 Router (config) # ho R1
Rl(config)# R2(config) ¢




Configure LAN Interfaces

Routers need to be configured to the LAN
used.

192.168.10.0/24 10.1.1.0/24

PCA g-“ﬂ S0 209.165.200.224 /30 " g
. . - 10
192.168.11.0/24 10.1.2.0/24

S0/0/0
El# conf t
Enter configuration commands, one per line. End with CHTL/Z.
Rl (config)#
Bl (config)# interface gigabitethernst o/0
El(config-if)# ip address 192.168.10.1 255.255.255.0
Bl (config-if)# description Link to LAN-10
El(config-if)# no shutdown
23LINE-S5-CHANGED: Interface GigabitEthernet0/0, changed state to up
$LINEPROTO-5-UPDOWN : Line protocol on Interface GigabitEthernet0/0,
changed state to up
Rl (config-if)# exit
Rl (config)#
Rl (config)# int g0/1
El(config-if})# ip add 152.168.11.1 255.255.255.0
Rl (gonfig-if})# des Link te LAN-11
Rl{config-if)# no shut
3LINE-S5-CHANGED: Interface GigabitEthernet0/1l, changed state to up
$LINEPROTO-5-UPDOWN : Line protocol on Interface GigabitEthernet0/1,
changed state to up
Rl (config-if)# exit
Bl (config)#




Verify Interface Configuration

GO/
j%
1

G0/
R1#|show ip interface brief )
Interface IF-LAddre=s QE? Method Status Erotocol
GigabitEthernet0/0 192.168.10.1 ¥ES manual up up
GigabitEthernet(/1 192.168.11.1 ¥ES manual up up |
Seriald/0/0 20%9.165.200.225 YES manual up up |
Serial0/0/ 1 unassigned YES NVBAM administratively down down \
Vlanl unasaigned ¥ES NVEAM administratively down down |

R1#% 1
Rl# ping 209.165.200.226 \

Tyvpe escape 3sguences to abort.
Sending 5, 100-byte ICMP Echoz to 209.165.200.226, timeout iz 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/9 ms

R1#



Default Gateway on a Host

Default Gateway
not needed
A0

PC1

PC2 | l'1

Default Gateway is needed in a
switch when packets are sent
to/from another subnet

.168.10.0/24

-0
_ 192.168.11.0/24
-
S2

_ 192.168.11.0/24
subnet




Configuring the Default Gateway

Default Gateway on a Switch

'—'

192.168.10.10

PC1 10

192.168.10.0/24 192.168.11.0/24
: p —

— 1 g

S1 50/C ';:* G011 EE
50

o

-

]
1

. 192.168.11.10

192.168.10.11

If the defaull gate t configured on S1, kets from S1 would not
e EE mlj'aagr.? way was not configured on S1, response packets from S1 would no

be ab administrator at 192.168.11.10. The administrator would not be
able to manage the device remotely.

PC2
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