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Chapter 2 B:
Configuring a Network Operating System



Configuring a Network Operating System

Someone (usually a technician) has to configure
the NOS to detect and activate all devices
connected so that the network will work as we

want it to.
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Services to devices are accessed using a command-line interface
(CLI), via,

the console port,
the AUX port, or
through telnet or SSH.

Once connected to the CLI, network technicians can make
configuration changes to Cisco 10S devices.

This is done using Cisco commands.



Commands are entered at the prompt
Switch>
For example,

Switch>ping 192.168.10.5
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A command line consists of:
e Acommand

« Aspace

o Keyword or argument

Switch>ping

//\\

.‘l _.: d
Prompt Space A r} AR




You have to be familiar with all the commands you
need.

At the command prompt, you can check available
commands using a few letters and a question mark.

Command options - displa

3 1151 Of commanas of
keywords that start with the
Characlers ¢l




Sl td:hi'églﬂ.ﬂk sat ? ) Command explanation - the
hh:mm:ss Current Time 1OS displays what
command arguments or
varaplaes can be next, and
provides an explanation of
each

Sli:_t-:h:’pelﬂ-ﬂk sat 19:50:00 2
<1-31> Day Orf the
MOMNTH Month of the Yyear

Command explanation with
more than one argumeant or
variable option

switchdlclock set 19:50:00 25 June 2012)  pryllvalid command to set
switch#

date and time




Commands at the CLI must follow a fixed,
format recognized by the IOS. This is
known as syntax. If not, a help message
will be displayed.

Sswitch#>clock set
¥ Incomplete command.

i

Switch#clock set 19:50:00
Incomplete command.

The 10S retums a help message
indicating that required keywords or
arguments were left off the end of the
command




Switch#c
§ Ambiguous command:'cC'

The 108 returns a help message to
indicate that there were not enough
characters entered for the command
interpreter to recognize the command




Switchsclock set 19:50:00 25 6

% Invalid input detected at '#'
marker.

The IOS retumns a "A" to indicate where the command
interpreter can not decipher the command
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Tab — Completes the remainder of a partially typed command or
keyword.

Ctrl-R — Redisplays a line.
Ctrl-A — Moves to the beginning of the line.
Ctrl-Z — Exits the configuration mode and returns to user EXEC.

Down Arrow — Allows the user to scroll forward through former
commands.

Up Arrow — Allows the user to scroll backward through former
commands.

Ctrl-shift-6 — Allows the user to interrupt an 10S process such
as ping or traceroute.

Ctrl-C — Exits the current configuration or aborts the current
command.
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Show



Switch# show wersion| Switch# show flash | Switch# show interfaces

F.AM NYRAM Flash
Internetwork Operating System
Backup :
Active Tables I Configuration %ﬁigzwg Interfaces
Programs Configuration | ' 22'€S a8nc File ¥
: Buffers
File
Switchf show processes Switch# show arp
=witch# show cdp neighbors switch# show mac-address—-table
Switch# show wlan
Switch# show running-config Switch# show startup-config

I0S show commands can provide information about the configuration, operation, and
status of parts of a Cisco switch or router.
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show version

Routers#|show version

Cisco IDS Software, C1300 Software (Cl900-UNIVERSALKS3-M), Veraion

15.2(4)M1, RELEASE SOFTWARE (fcl)

Technical Support: http://www.ciaco.com/techaupport
Copyright (c) 1986-2012 by Cisco Systems, Inc.
Compiled Thu 26-Jul-12 19:34 by prod rel team

ROM: System Bootatrap, Veraion 15.0(1r)M15, RELEASE SOFTWARE (fcl)

ciscol94]l uptime is 41 minutes

System returned to ROM by power-on

System image file is ""flash0:cl1300-universalk®-mz.SPA.152-
4.M1.bin"™"

Last reload type: Normal Reload

Last reload reason: power-on

Thisz produect containz cryptographic featuresz and iz subject to
United

States and local country laws governing import, export, transfer
and

use. Delivery of Cisco cryptographic products doesa not imply
third-party autheority to import, export, distribute or use
encryption.

Routerf show version




TPl B

Let’s focus on:
Creating a two PC network connected via a switch
Setting a name for the switch
Limiting access to the device configuration

Configuring banner messages
Saving the configuration
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It is also known as a switch or
switching hub. A network switch
receives data, process and forward
the data to the destination device
that needs the data.



Each device on a network requires a name.

Some guidelines for naming conventions:
Start with a letter
Contains no spaces
Ends with a letter or digit
Uses only letters, digits, and dashes
Be less than 64 characters in length
Eg — Switch01, PC 01, etc.

Without names, network
devices are difficult to
identify for configuration
purposes.




Hostnames allow
devices to be
identified by network
administrators over
a network or the
Internet.




Hostnames

Configuring Hostnames

To configure a hostname, it can be
done at the CLI.

Configure a Hostname

Configure the switch hostname to be 'Sw-Floor-1".

Switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Switch[nunfiq]%ﬁustname Sw-FlnDr-l)
Sw-Floor-1l({config)é$

Note the name change after
configuration

You successfully configured the switch hostname.
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Devices on a network can be secured by setting passwords for

access control.
This is to ensure that unauthorized personnel cannot meddle with the

network devices.



. [ R 2l WL

These are device access passwords commands:

= enable password — Limits access to the privileged EXEC mode

= enable secret — Encrypted, limits access to the privileged EXEC
mode

= console password — Limits device access using the console
connection

= VTY password — Limits device access over Telnet

Note: In most of the labs in this course, we will be using simple
passwords such as cisco or class.
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Use the 'enable secret” command.

This command provides greater security because the password is
encrypted.

Sw-Floor-lrenablea

Sw-Floor-1#%

Sw-Floor-l#conf terminal
Sw-Floor-1(config) fanable secret class
Sw-Floor-1(config) fexit

Sw-Floor-1#%

Sw-Floor-l#disable

Sw-Floor-lraenableae

Password:

Sw-Floor-14
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= Console port must be secured; it reduces the chance of
unauthorized personnel physically plugging a cable into the
device and gaining device access.

= VTY ports allow access to a Cisco device via Telnet. The number
of VTY lines supported varies with the type of device and the
|OS version.

= VTY ports are virtual TTY ports, used to Telnet or SSH into the
router over the network to make configuration changes or check
the status. Most routers have five VTY ports, numbered O to 4.



Example of commands to access a router :

Sw-Floor-1({config) #line console 0
Sw-Floor-1{config-line) fpassword cisco
Sw-Floor-1{config-line) #login
Sw-Floor-1(config-line) fexit
Sw-Floor-1(config) #
Sw-Floor-1{config)#line vty 0 15
Sw-Floor-1{config-line) fpassword cisco
Sw-Floor-1{config-line) #login
Sw-Floor-1(config-line} #
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Objective of service password-encryption

Prevents passwords from showing up as plain text when viewing the
configuration file

Keeps unauthorized individuals from viewing passwords in the
configuration file

Once applied, removing the encryption service does not reverse the
encryption



Limiting Access to Device Configurations

Encrypting Password Display

Configuring Password Encryption

Enter the command to encrypt the plain text passwords.

Switch (config)§ service password—encryption command to encrypt password

Exit global configuration mode and view the running configuration.
Swicchiconfig)l#$ exic
Switchf =hoew running-config
<output omitted>
g
line con 0O
pa==word 7 09S4FS71A1A0A
login

¥

line vey O 4

pas=word 7 030SSA0F024F3843SE45150A1819

login
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The banner is a feature used for defining a text to be displayed.

Banner messages should be used to warn would-be intruders that
they are not welcome on your network.

Banner are useful to quickly identify the terminal.
MOTD means ‘message of the day’.

The following example configures an MOTD banner with a token. The percent sign (%) is used as a delimiting character

darkstar(config)# banner motd %

Enter TEXT message. End with the character '%'. banner message program
Notice: all routers in $(domain) will be upgraded beginning April 20

w

o

When the MOTD banner is executed, the user will see the following. Notice that the 3(foken) syntax is replaced by the
corresponding configuration variable

Notice: all routers in ourdomain.com will be upgraded beginning April 20 banner message displayed
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Banner messages are used for many purposes, but can also
be used as part of the Iefgal process in the event that
someone is prosecuted for breaking into a device

Wording that implies that a login is "welcome" or "invited" is
not appropriate

Banner messages are often used for legal notification
because it is displayed to all connected terminals



Limiting Device Access - MOTD Banner
Ewl-Floor-1l{config)$banner motd # This iz 2 serure system. Authorized Aocess ONLY ! &

This configuration results Delimiting characters are not included in the
in this message of the message.
day banner.

Swl-Floor-1 conl is now available

Press RETURN to get started.

User RAccess Verification
password:
Swl-Floor-l»enable
Password:

Swl-Floor-1#
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Commands to display config file, and copy it to
NVRAM (Non-volatile random-access memory)

| Switch#show running-config |

Switch#éshow running-config
Building configuration...

Current configuration : 2904 bytes
1

) ! Lazt configuration change at 00:02:32
UTC Mon Mar 1 1933

Lists the complete [ i

configuration currently varaian 150

active in RAM. no service pad
gervice timestamps debug datetime maec
service timestamps log datetims m=ec

no service paszsword-encryption
]

<gutput omitted=>
L]

The active configuration
can be copied to
NVRAM,

Switchécopy running-config startup-config
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Commands to save config file, and delete config file.

Switch# reload
System configuration has been modified. Save? [yes/no]: n
Proceed with reload? [confirm]

Startup configuration is removed by using the erase startup-
config

Switch# erase startup-config

On a switch, you must also issue the delete vlan.dat
Switch# delete vlan.dat
Delete filename [vlan.dat]?
Delete flash:vlan.dat? [confirm]
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Saving Configurations

Saving to a Text File in HyperTerminal

¢ dsh - HyperTerminal

Fée Edt VYiew Cal | Transfer

=10 x|

1llia sxe- atop reload

38 &M&8C C COpY Fur sCart

Lin= con 0

PasEsSwOrad CLSCD

Saving to a Text File in Tera Term

B Yora Term 'Wab 3.1

In the terminal session:

Ehvies Wensfered:

(=21 Pamne

1. Start the text capture process

2 |ssue a show running-config command
3. Stop the capture process

4. Save the text file

In the terminal session:

1. Start the log process
2. |ssue a show running-configcommand
3. Close the log
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Each end device on a Internet Protocol (TCP/TP) Properties 2] x|
network must be Genesal |
configured with an IP | |
address. e oty O o o1 s P e b
the apprapriate 1P selngs

Structure of an IPv4
address is called dotted (" Oblain an P addvess automatically
deC|ma| % Lse the lollowang IP addess
IP address displayed in " adaes BBl =
decimal notation, with Subnet masl | 2525 .2% . 0
four decimal numbers Dafauk gateway EBCEE
between 0 and 255. ;
Wlth the IP address, a % Lse the followang DNS terver addiesses
subnet mask is also Prefenied DNS server [72. 16 . 5 . 150
necessary. N ——

Slbereate NG porver | 172 . 16 . 50 A0
IP addresses can be
assigned to both Advanced |
physical ports and virtual
Interfaces. e
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Subnetting
Router
Subnet 1 Subnet 2 Subnet 3
—a —a —=
B— B— B—
—
B B
—

A network can be
divided into smaller
parts, called
subnets.

Subnet mask is a
mask used to
determine what
subnet an IP
address belongs to.
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Network communications depend on
end user device interfaces,
networking device interfaces, and
the cables that connect them.

Types of network media include,
twisted-pair copper cables,
fiber-optic cables,

%‘f":
coaxial cables, or wireless.

Different types of network media have different features and benefits.
Ethernet is the most common local area network (LAN) technology.




Ethernet ports are found on end user devices, switch devices, and
other networking devices.

Cisco 10S switches have thsi_caI ports for devices to connect to, but
also have one or more switch virtual interfaces (SVIs; no physical
hardware on the device associated with it; created in software).

SVI provides a means to remotely manage a switch over a network.
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IP address — Together with subnet mask, uniquely identifies end
device on internetwork.

Subnet mask — Determines which part of a larger network is used by
an IP address.

interface VLAN 1 — VLAN stands for Virtual LAN; Available in
Interface configuration mode,

Ip address 192.168.10.2 255.255.255.0 - Configures the
IP address and subnet mask for the switch.

no shutdown — Administratively enables the interface.

Switch still needs to have physical ports configured and VTY lines to
enable remote management.



Addressing Devices

Configuring a Switch Virtual Interface

Enter interface configuration mode for VLAN 1.
Switch{config)# interface vlan 1

Configure the [P address as "192.168.10.2" and the subnet mask as
'25h.255.255.0",
Switch{config-if)# ip address 192.168.10.2 235.255.253.0

Activate the interface.

Switch{config-if)# no shutdown
3$LINK-5-CHANGED: Interface Vlanl, changed state to up
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|IP addresses can be configured manually
or automatically



Addressing End Devices

) i

Gereal |

Connecl ung
| B Intelifl ] FROADDVE Nateork. Conrection

Confag.es
Comporents chacksd aes ussed biy s connecion
E :!,l_:-n-'r P s e ) et
| % o= File and Prirder Shasing fioe Miciorolt Histwoiks

ML it Prsiocel (TCPAP) Interrct Pratocol (TCP/TF) Prapestics 2%

Emcml]

Fond can gal IP cettingr sqtignad sutometicsly B woun netwek muppots
- this capabiity. Ddberesie, pou peed to ok, pous nehwork, saminettator ol
tha appinpriste I seking:

For manual static assignments, enter

addresses: " Qblain i 1P addiues ausoenalically
% g the Fllowarg [P addresa:
P address P addest f 12 188
Subnet mask Suboat inad: N

Default gateway Dol gy s miin

[}

% L e feloawieny DNS natves addasoes

Frebenad ONS serves [772 % = 10
Alweate DRS senver | 172 16 58 0
Advarced

S




Assigning Dynamic Addresses

Internet Protocol (TCPP) Propsriie: (| >
AETET | EReriae Lo S N g
e ah gt 1P seliragi asigrad sloanalicaly | poud bk oo

-
vy capabidy Dilsranis pou rsed (o Sl s reblecal Sdrmeras irphon b

(] cpeade 1P petersan f ' f
o i This property will set the device to

) Dbtain an 1P ackbers sytcraicaly obtain an IP address
Ipe the Iolowing IP addue automatically.

. Obtasn DMNG psivs Sdcheds mlomanaly

Ui Eha |ollgwarg DMG seres addoestos

#ady mnoed

LIE | Ll
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If more than one device try to use on IP
address, there will be a IP conflict.

NetworkError x|

Windows has detected an IP address conflict

Another computer on this network has the same IP address as this computer. Contact your netwark
administrator for help resolving this issue. More details are available in the Windows System event log.

Close
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Loopback address is a special IP
number (127.0.0.1) that is designated
for the software loopback interface of a
machine.

The loopback interface has no hardware
associated with it, and it is not physically
connected to a network.

The loopback interface allows IT
professionals to test IP software without
worrying about broken or corrupted
drivers or hardware.



Testing Local TCP/IP Stack

=L Local Area Connection Properties LS

o _ Gerstsl | & thenbication  Advanced
Pinging the local host confirms

that TCF/IP iz installed and Cornasct usng:
working on the local network BB V1A Fhine B Fact Ethernet Adagt ==
adapter. s i o Configuee

Ihix epnrecion unet the folisang bems
W i‘i! 005 Packet Schadider #
W ™ Nebwork Menitor Duiver

'«" W Inderet Piobocol ‘-'ITF“-"II'-:|

E:".:-ping 127.0.0.1 ! L

Il IUinanesdall | | Propsdtie:

AROWE pOUE compUter 10 BOCATT ISSORCEs an & Mool
rietwik

| Shiowy i0on n rolficabion aes when cornecled
Finging 127.0.0.1 causes a

|| Mhotity e when this conneclion has Imited o no connecviy
device to ping itself.

] Camcel
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Verifying Connectivity

Testing the Interface Assignment

Verifying the VLAN Interface Assignment

31l# show ip interface brief
Interface IP-Addres=s
FastEthernetl/S1 unassigned
FastEthernetl/2 unassigned
<putput omitted>

Vlanl 192.168.10.2

524 show ip interface brief

Interface IF-Rddress
FastEthernetl/1 unassigned
FastEthernetcl/2 unassigned
<output omitted>

Vlanl 152.168.10.3

YES

OK?2
¥ES
YES

TES

Method
manual

manual

manual

Method

manual

manual

manual

Enter the command to verify the interface configuration on 51.

Status
up
up

up

Status
ug
up

up

You successfully verified the interface assignment on 51 and 52.

Protocol
up
up

up

You are now on 52. Enter the command to verify the interface configuration on S2.

Protocol
ug
up
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Verifying Connectivity

esting End-to-End Connectivity

Enter the command to verify connectivity to PC2 at "192.1638.10.11".

C:\>ping 192.16

Pinging 192.1&8.10. with 32 bytes of data:

Beply 1 192.1 .11: bytes=32 time=E838ms3
Beply £ 1 192, L10.11: bytes=32 time=820ms
Beply £ 1 192, L10.11: bytes=32 time=883ms
Beply £ 1 182, : .11: bytes=32 time=828ms

Ping statistics for 192.1&68.10.11:

Packets: Sent = 4, Beceived = 4, Lost = 0 (0% losa3),

Approximate round trip times in milli-seconds:

Minimum = 820ms, Maximum = Z23ms, Average = 242ms

Calv
You successfully verified connectivity to 51 and PC2.
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Cisco 10S:

The technician can enter commands to configure, or program, the
device to perform various networking functions.

Services are generally accessed using a command-line interface
(CLI), which is accessed by either the console port, the AUX port, or
through telnet or SSH.

Once connected to the CLI, network technicians can make
configuration changes to Cisco 10S devices.

Cisco I0S is designed as a modal operating system, which means a
network technician must navigate through various hierarchical
modes of the 10S.

Cisco 10S routers and switches support a similar modal operating
system, support similar command structures, and support many of
the same commands. In addition, both devices have identical initial
configuration steps when implementing them in a network.
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To navigate to Cisco’s IOS Command Reference to find a command:
Go to
Click Support.
Click Networking Software (I10S & NX-OS).
Click 15.2M&T (for example).
Click Reference Guides.
Click Command References.

Click the particular technology that encompasses the command you
reference.

Click the link on the left that alphabetically matches the command
you referencing.

Click the link for the command.


http://www.cisco.com/
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REVIEW

1. Once a network is set up, all devices must be
by a technical personnel.
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REVIEW

1. Once a network is set up, all devices must be
configured by a technical personnel.



2. Access to Cisco devices can be done via , using the following
methods:

the console port,
the AUX port, or
through telnet or SSH.



2. Access to Cisco devices can be done via CLI, using the following
methods:

the console port,
the AUX port, or
through telnet or SSH.
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command line consists of:

A
A
A

3.

OR
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3. Acommand line consists of:
e Acommand

« Aspace

o Keyword or argument

Switch>ping

//\\

Prompt

|"IJ (]
Space
P Ar r1 Jment




4. At the command prompt, you can check available
commands using a few letters and a

(ommand options - dispiay
4 |151 Of Commanas of
keywords that start with the
Characlers ¢l




4. At the command prompt, you can check available
commands using a few letters and a question mark.

(ommand options - dispiay
3 1151 of commands of
keywords that start with the
characlers cl




R Eales (s Mo Bk oo I §

5. Commands at the CLI must follow a
fixed, format recognized by the IOS. This
IS kKnown as :
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5. Commands at the CLI must follow a
fixed, format recognized by the IOS. This
IS known as syntax.
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6. ThisIs a




6. This Is a switch.

e

It is also known as a switch or
switching hub. A network switch
receives data, process and forward
the data to the destination device
that needs the data.
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7. Each device on a network requires a




7. Each device on a network requires a name.

Some guidelines for naming conventions:
Start with a letter
Contains no spaces
Ends with a letter or digit
Uses only letters, digits, and dashes
Be less than 64 characters in length
Eg — Switch01, PC 01, etc.

Without names, network
devices are difficult to
identify for configuration
purposes.
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8. Hosthames can be done at the



REVIEW

8. Hosthames can be done at the
CLI.

Configure a Hostname

Configure the switch hostname to be 'Sw-Floor-1".

Switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Switch[nunfiq]%ﬁustname Sw-FlnDr-l)
Sw-Floor-1l({config)é$

Note the name change after
configuration

You successfully configured the switch hostname.
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9. To prevent unauthorized access, devices on a network can be
secured by setting
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9. To prevent unauthorized access, devices on a network can be
secured by setting passwords.

These are device access passwords commands:

= enable password — Limits access to the privileged EXEC mode

= enable secret — Encrypted, limits access to the privileged EXEC
mode

= console password — Limits device access using the console
connection

= VTY password — Limits device access over Telnet
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10. The ’enablle secret” command provides greater security
because the IS :
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10. The 'enablle secret” command provides greater security
because the password is encrypted.

Sw-Floor-lrenablea

Sw-Floor-1#%

Sw-Floor-l#conf terminal
Sw-Floor-1(config) fanable secret class
Sw-Floor-1(config) fexit

Sw-Floor-1#%

Sw-Floor-l#disable

Sw-Floor-lraenableae

Password:

Sw-Floor-14
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11. A Cisco device can be accessed via Telnet or SSH through
ports



11. A Cisco device can be accessed via Telnet or SSH through VTY
ports

Most routers have five VTY ports, numbered O to 4.

Sw-Floor-1 (config) #line console 0
Sw-Floor-1({config-line) fpassword cisco
Sw-Floor-1(config-line) #legin
Sw-Floor-1{config-line) fexit
Sw-Floor-1 {config) #
Sw-Floor-1(config)#line vty 0 15
Sw-Floor-1({config-line) fpassword cisco
Sw-Floor-1(config-line) #legin
Sw-Floor-1{config-line)#
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12. Passwords are encrypted so that they do not appear as
on display units.



12. Passwords are encrypted so that they do not appear as plain texts on
display units.



12. The banner is a feature used for a to be
displayed.

MOTD means

The following example configures an MOTD banner with a token. The percent sign (%) is used as a delimiting character

darkstar(config)# banner motd %

Enter TEXT message. End with the character '%'. banner message program
Notice: all routers in $(domain) will be upgraded beginning April 20

w

o

When the MOTD banner is executed, the user will see the following. Notice that the 3(foken) syntax is replaced by the
corresponding configuration variable

Notice: all routers in ourdomain.com will be upgraded beginning April 20 banner message displayed




A S L

12. The banner is a feature used for defining a text to be displayed.

Banner messages should be used to warn would-be intruders that
they are not welcome on your network.

Banner are useful to quickly identify the terminal.

MOTD means ‘message of the day’.

The following example configures an MOTD banner with a token. The percent sign (%) is used as a delimiting character

darkstar(config)# banner motd %

Enter TEXT message. End with the character '%'. banner message program
Notice: all routers in $(domain) will be upgraded beginning April 20

w

o

When the MOTD banner is executed, the user will see the following. Notice that the 3(foken) syntax is replaced by the
corresponding configuration variable

Notice: all routers in ourdomain.com will be upgraded beginning April 20 banner message displayed
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13. Commands can be saved into a
file to be run in sequence.




13. Commands can be saved into a configuration
file to be run in sequence.

| Switchéshow running-config

Lists the complete
configuration currently
active in RAM.

The active configuration
can be copied to
NVRAM.

Switch#show running-config

Building configuration...

Current configuration : 2904 bytes

L]

! Lazt configuration change at 00:02:32
OTC Mon Mar 1 1983

L)

version 15.0

no service pad

gservice timestamps debug datetime maec
service timestamps log datetime msec
no service paszsword-sncryption

L]

<putput omitted=>
{ |

[Ewit:h#cupy running-config startup-config
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14. Each end device on a network must be configured with an

The structure of an IPv4 address is called
IP address displayed in decimal notation, with four deC|mal numbers between
and
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14. Each end device on a network must be configured with an IP Address.

The structure of an IPv4 address is called dotted decimal.
|IP address displayed in decimal notation, with four decimal numbers between

0 and 255
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15. With the IP address, a IS also necessary.
IP addresses can be assigned to both physical ports and virtual interfaces.




15. With the IP address, a subnet mask is also necessary.
IP addresses can be assigned to both physical ports and virtual interfaces.
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16. A network can be divided into smaller parts, called

subnets.
Subnet mask is a mask used to determine what subnet an

IP address belongs to.

Subnetting
Router
Subnet1 /3 b 91/2 \ Subnet 3
— —= —
= 2— B—
—g —
B— S
. |
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16. A network can be divided into smaller parts, called

Subnet IS a mask used to determine what subnet
an |P address belongs to.

Subnetting
Router
Subnet1 /3 b 91/2 \ Subnet 3
— —= —
= 2— B—
—g —
B— S
. |
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17. IS the most common local area network (LAN)
technology.

S
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17. Ethernet is the most common local area network (LAN) technology.

S




. [ R 2l WL

18. Cisco IOS switches have (SVI).

SVI provides a means to manage a switch over a
network.




18. Cisco IOS switches have switch virtual interfaces (SVI).
SVI provides a means to remotely manage a switch over a network.

Enter interface configuration mode for VLAN 1.
Switch(config) # interface vlan 1

Configure the IP address as '192.168.10.2" and the subnet mask as
'255.2556.255.0",

dwitch(config-if)# ip address 192.168.10.2 253.255.255.0

Activate the interface.

Switch{config-if)# no shutdown

tLINK-5-CHANGED: Interface Vlanl, changed state to up




Addressing Devices

Configuring a Switch Virtual Interface

Enter interface configuration mode for VLAN 1.
Switch{config)# interface vlan 1

Configure the [P address as "192.168.10.2" and the subnet mask as
'25h.255.255.0",
Switch{config-if)# ip address 192.168.10.2 235.255.253.0

Activate the interface.

Switch{config-if)# no shutdown
3$LINK-5-CHANGED: Interface Vlanl, changed state to up




R Eales (s Mo Bk oo I §

19. IP addresses can be configured
or




19. IP addresses can be configured

manually or automatically

Addressing End Devices

il S |

Geresal |

Connecl wing

| B InlelA ] FRO00VE Netwerk Connection

Lorbgues |
Comporenis chacked ase umed by this connecion
i o B Cherit for Mic
| ¥ M Fide and P
-

il N etwork:

waaing foe Micioecit Metveoik s

For manual static assignments, enter
addresses:
IP address
Subnet mask
fault gat

;

Irderret Prateco! (TCF/TP) Properties 2ix
[nymal]

Vot can gt P sestings actigresd sutomstic sy i your nebwerk supposs
this capabiity Obaneiie, pou need to ok, o nebwor, sdmineitaior o
e appenoniate I sekingt

™ Oblar 1P sddess sbomaticaly

O Lge the folowing IF addresa:

P adderz

B

Dbl gatemay
r

& Lige the lollowrg DNS manes addeses

Freferned DN server [ 150
Adewsts DHG sarver [V7 1% . %= a0
Advarosd .

Assigning Dynamic Addresses

Internet Protocol (TCPP) Properties

Geresd | Absmiate Conbousston

el £ gt 1P st
iy capabiity. Dithe
Ehe appropeate 1P setngs

s wbnaealy  yia reatecth

+) Dbtain an P addeess automaticaly

134 tha | oversg 1P sckdgs

=) Oiptain DNS. sarver sddiens sutomaicsly

Ug tha |cllovang NS, server addvesses

Do
i) 1 Atk LR Ptk mdrminiiaton iod

Adyanced

Cancel

This property will set the device to
obtain an IP address
automatically.
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20. If more than one device try to use one
IP address, there will be a
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20. If more than one device try to use one
IP address, there will be a IP conflict.

NetworkError x|

Windows has detected an IP address conflict

Another computer on this network has the same IP address as this computer. Contact your netwark
administrator for help resolving this issue. More details are available in the Windows System event log.

Close
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21. Loopback address is a special IP
number




21. Loopback address is a special IP
number 127.0.0.1
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22. The loopback interface allows IT
professionals without
worrying about broken or corrupted
drivers or hardware.




22. The loopback interface allows IT
professionals to test |P software without
worrying about broken or corrupted

drivers or hardware.

Testing Local TCP/IP Stack

=L Local Area Connection Properties

e . e & phenticastion Advanced
Pinging the local host confirms

that TCF/IP is installed and Connect usng
working an the local network B9 V1A Fhine B Fag! Ethecnet Adapler -
adapter.
Thiz connecion uses the folowing bem
i‘-! QoS Facket I
_ e f
™ Intsiriet | |[TCPAF]
vzl st ol | [ Properties
Ao pol 18 M
reteik
| Shogy ioon n Rolhcabon Sea wihdn cormeched
Pinging 127.0.0.1 causes a 7] Motity me when this cormaction hat lmited of no connectivity

device to ping itself.

L Lancel
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