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Chapter 2 B:
Configuring a Network Operating System
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Configuring a Network Operating System

Someone (usually a technician) has to configure 
the NOS to detect and activate all devices 
connected so that the network will work as we 
want it to.
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Configuring a Network Operating System

Services to devices are accessed using a command-line interface 
(CLI), via,

- the console port, 

- the AUX port, or 

- through telnet or SSH. 

Once connected to the CLI, network technicians can make 
configuration changes to Cisco IOS devices. 

This is done using Cisco commands.



Presentation_ID 4© 2008 Cisco Systems, Inc. All rights reserved. Cisco Confidential

The Command Structure
IOS Command Structure

Commands are entered at the prompt

Switch>

For example,

Switch>ping 192.168.10.5



Presentation_ID 5© 2008 Cisco Systems, Inc. All rights reserved. Cisco Confidential

The Command Structure
IOS Command Structure

A command line consists of:
• A command
• A space
• Keyword or argument
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The Command Structure
Context-Sensitive Help

You have to be familiar with all the commands you 
need.
At the command prompt, you can check available 
commands using a few letters and a question mark.



Presentation_ID 7© 2008 Cisco Systems, Inc. All rights reserved. Cisco Confidential

The Command Structure
Context-Sensitive Help
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The Command Structure
Command Syntax Check

Commands at the CLI must follow a fixed, 
format recognized by the IOS. This is 
known as syntax. If not, a help message 
will be displayed.



Presentation_ID 9© 2008 Cisco Systems, Inc. All rights reserved. Cisco Confidential

The Command Structure
Command Syntax Check
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The Command Structure
Command Syntax Check
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The Command Structure
Hot Keys and Shortcuts
 Tab – Completes the remainder of a partially typed command or 

keyword.

 Ctrl-R – Redisplays a line.

 Ctrl-A – Moves to the beginning of the line.

 Ctrl-Z – Exits the configuration mode and returns to user EXEC.

 Down Arrow – Allows the user to scroll forward through former 
commands.

 Up Arrow – Allows the user to scroll backward through former 
commands.

 Ctrl-shift-6 – Allows the user to interrupt an IOS process such 
as ping or traceroute.

 Ctrl-C – Exits the current configuration or aborts the current 
command.
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IOS Examination Commands

IOS ‘Show’ Commands can provide information about 
the configuration, operation and status of parts of a 
Cisco switch or router

- show version
- show flash
- show interfaces
- show processes
- show cdp neighbours
- show arp
- show mac-address-table
- show vlan
-show running-config
- show startup-config
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The Command Structure
IOS Examination Commands
‘Show’ Commands
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The Command Structure
The ‘show version’ Command
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Hostnames
The Switch
Let’s focus on: 
 Creating a two PC network connected via a switch
 Setting a name for the switch
 Limiting access to the device configuration
 Configuring banner messages 
 Saving the configuration
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Hostnames
The Switch
A network switch is a hardware that looks like this:

It is also known as a switch or 
switching hub. A network switch 
receives data, process and forward 
the data to the destination device 
that needs the data.
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Hostnames
Device Naming Convention
Each device on a network requires a name. 

Some guidelines for naming conventions:

 Start with a letter

 Contains no spaces

 Ends with a letter or digit

 Uses only letters, digits, and dashes

 Be less than 64 characters in length

Eg – Switch01, PC_01, etc.

Without names, network 
devices are difficult to 

identify for configuration 
purposes.
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Hostnames
Configuring Device Names

Hostnames allow 
devices to be 
identified by network 
administrators over 
a network or the 
Internet.
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Hostnames
Configuring Hostnames

To configure a hostname, it can be 
done at the CLI.
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Limiting Access to Device Configurations
Securing Device Access

Devices on a network can be secured by setting passwords for 
access control. 
This is to ensure that unauthorized personnel cannot meddle with the 
network devices.
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Limiting Access to Device Configurations
Securing Device Access

These are device access passwords commands:

 enable password – Limits access to the privileged EXEC mode
 enable secret – Encrypted, limits access to the privileged EXEC 

mode
 console password – Limits device access using the console 

connection
 VTY password – Limits device access over Telnet

Note: In most of the labs in this course, we will be using simple 
passwords such as cisco or class.
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Limiting Access to Device Configurations
Securing Privileged EXEC Access Mode

 Use the ’enable secret’ command.
 This command provides greater security because the password is 

encrypted.
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Limiting Access to Device Configurations
Securing User EXEC Access
 Console port must be secured; it reduces the chance of 

unauthorized personnel physically plugging a cable into the 
device and gaining device access.

 VTY ports allow access to a Cisco device via Telnet. The number 
of VTY lines supported varies with the type of device and the 
IOS version.

 VTY ports are virtual TTY ports, used to Telnet or SSH into the 
router over the network to make configuration changes or check 
the status. Most routers have five VTY ports, numbered 0 to 4.
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Limiting Access to Device Configurations
Securing User EXEC Access
Example of commands to access a router :
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Limiting Access to Device Configurations
Encrypting Password Display

Objective of service password-encryption
 Prevents passwords from showing up as plain text when viewing the 

configuration file
 Keeps unauthorized individuals from viewing passwords in the 

configuration file
 Once applied, removing the encryption service does not reverse the 

encryption
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Limiting Access to Device Configurations
Encrypting Password Display
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Limiting Access to Device Configurations
Banner Messages
 The banner is a feature used for defining  a text to be displayed.

 Banner messages should be used to warn would-be intruders that 
they are not welcome on your network.

 Banner are useful to quickly identify the terminal.
 MOTD means ‘message of the day’.
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Limiting Access to Device Configurations
Banner Messages

Banner messages are used for many purposes, but can also 
be used as part of the legal process in the event that 
someone is prosecuted for breaking into a device

Wording that implies that a login is "welcome" or "invited" is 
not appropriate

Banner messages are often used for legal notification 
because it is displayed to all connected terminals
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Limiting Access to Device Configurations
Banner Messages
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Saving Configurations
Configuration Files
Commands to display config file, and copy it to 
NVRAM (Non-volatile random-access memory)
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Saving Configurations
Configuration Files
Commands to save config file, and delete config file.

 Switch# reload

System configuration has been modified. Save? [yes/no]: n

Proceed with reload? [confirm]

 Startup configuration is removed by using the erase startup-
config
Switch# erase startup-config

 On a switch, you must also issue the delete vlan.dat
Switch# delete vlan.dat

Delete filename [vlan.dat]?

Delete flash:vlan.dat? [confirm]
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Saving Configurations
Capturing Text
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2.3 Addressing Schemes
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Ports and Addresses
IP Addressing of Devices
 Each end device on a 

network must be 
configured with an IP 
address.

 Structure of an IPv4 
address is called dotted 
decimal.

 IP address displayed in 
decimal notation, with 
four decimal numbers 
between 0 and 255.

 With the IP address, a 
subnet mask is also 
necessary.

 IP addresses can be 
assigned to both 
physical ports and virtual 
interfaces.
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Ports and Addresses

A network can be 
divided into smaller 
parts, called 
subnets.

Subnet mask is a 
mask used to 
determine what 
subnet an IP 
address belongs to.
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Ports and Addresses
Interfaces and Ports
 Network communications depend on

end user device interfaces, 
networking device interfaces, and
the cables that connect them.

 Types of network media include,
twisted-pair copper cables,
fiber-optic cables, 
coaxial cables, or wireless.

 Different types of network media have different features and benefits.
 Ethernet is the most common local area network (LAN) technology.
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Ports and Addresses
Interfaces and Ports
 Ethernet ports are found on end user devices, switch devices, and 

other networking devices.
 Cisco IOS switches have physical ports for devices to connect to, but 

also have one or more switch virtual interfaces (SVIs; no physical 
hardware on the device associated with it; created in software).

 SVI provides a means to remotely manage a switch over a network.
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Addressing Devices
Configuring a Switch Virtual Interface 
(SVI)
 IP address – Together with subnet mask, uniquely identifies end 

device on internetwork.

 Subnet mask – Determines which part of a larger network is used by 
an IP address.

 interface VLAN 1 – VLAN stands for Virtual LAN; Available in 
interface configuration mode, 

 ip address 192.168.10.2 255.255.255.0 – Configures the 
IP address and subnet mask for the switch. 

 no shutdown – Administratively enables the interface.

 Switch still needs to have physical ports configured and VTY lines to 
enable remote management.
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Addressing Devices
Configuring a Switch Virtual Interface
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Addressing Devices
IP Address Configuration for End Devices

IP addresses can be configured manually 
or automatically
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Addressing Devices
Manual IP Address Configuration for End Devices
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Addressing Devices
Automatic IP Address Configuration for End Devices
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Addressing Devices
IP Address Conflicts

If more than one device try to use on IP 
address, there will be a IP conflict.
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Verifying Connectivity
Loopback Address on an End Device

Loopback address is a special IP 
number (127.0.0.1) that is designated 
for the software loopback interface of a 
machine. 
The loopback interface has no hardware 
associated with it, and it is not physically 
connected to a network.

The loopback interface allows IT 
professionals to test IP software without 
worrying about broken or corrupted 
drivers or hardware.
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Verifying Connectivity
Testing Loopback Address on an End Device
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Verifying Connectivity
Testing the Interface Assignment
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Verifying Connectivity
Testing End-to-End Connectivity
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Configuring a Network Operating System
Chapter 2 Summary
Cisco IOS: 

 The technician can enter commands to configure, or program, the 
device to perform various networking functions. 

 Services are generally accessed using a command-line interface 
(CLI), which is accessed by either the console port, the AUX port, or 
through telnet or SSH. 

 Once connected to the CLI, network technicians can make 
configuration changes to Cisco IOS devices. 

 Cisco IOS is designed as a modal operating system, which means a 
network technician must navigate through various hierarchical 
modes of the IOS. 

 Cisco IOS routers and switches support a similar modal operating 
system, support similar command structures, and support many of 
the same commands. In addition, both devices have identical initial 
configuration steps when implementing them in a network.
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The Command Structure
Cisco IOS Command Reference
To navigate to Cisco’s IOS Command Reference to find a command:

1. Go to http://www.cisco.com.

2. Click Support.
3. Click Networking Software (IOS & NX-OS).
4. Click 15.2M&T (for example).

5. Click Reference Guides.

6. Click Command References.

7. Click the particular technology that encompasses the command you 
reference.

8. Click the link on the left that alphabetically matches the command 
you referencing.

9. Click the link for the command.

http://www.cisco.com/
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END  OF  CHAPTER  2
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CHAPTER  2B REVIEW
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REVIEW

1. Once a network is set up, all devices must be 
___________ by a technical personnel.
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REVIEW

1. Once a network is set up, all devices must be 
configured by a technical personnel.
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REVIEW

2. Access to Cisco devices can be done via _____, using the following 
methods:

- the console port, 

- the AUX port, or 

- through telnet or SSH. 
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REVIEW

2. Access to Cisco devices can be done via CLI, using the following 
methods:

- the console port, 

- the AUX port, or 

- through telnet or SSH. 
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REVIEW

3. A command line consists of:
• A _______
• A ______
• _______ OR _______.
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REVIEW

3. A command line consists of:
• A command
• A space
• Keyword or argument
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REVIEW

4. At the command prompt, you can check available 
commands using a few letters and a _______  
____.
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REVIEW

4. At the command prompt, you can check available 
commands using a few letters and a question mark.
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REVIEW

5. Commands at the CLI must follow a 
fixed, format recognized by the IOS. This 
is known as __________. 
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REVIEW

5. Commands at the CLI must follow a 
fixed, format recognized by the IOS. This 
is known as syntax. 
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REVIEW

6. This is a _______.
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REVIEW

6. This is a switch.

It is also known as a switch or 
switching hub. A network switch 
receives data, process and forward 
the data to the destination device 
that needs the data.
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REVIEW

7. Each device on a network requires a _______. 

.
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REVIEW

7. Each device on a network requires a name. 

Some guidelines for naming conventions:

 Start with a letter

 Contains no spaces

 Ends with a letter or digit

 Uses only letters, digits, and dashes

 Be less than 64 characters in length

Eg – Switch01, PC_01, etc.

Without names, network 
devices are difficult to 

identify for configuration 
purposes.
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REVIEW

8. Hostnames can be done at the 
_____
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REVIEW

8. Hostnames can be done at the 
CLI.
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REVIEW

9. To prevent unauthorized access, devices on a network can be 
secured by setting _________.
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REVIEW

9. To prevent unauthorized access, devices on a network can be 
secured by setting passwords.

These are device access passwords commands:

 enable password – Limits access to the privileged EXEC mode
 enable secret – Encrypted, limits access to the privileged EXEC 

mode
 console password – Limits device access using the console 

connection
 VTY password – Limits device access over Telnet
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REVIEW

10. The ’enable secret’ command provides greater security 
because the __________ is ___________.
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REVIEW

10. The ’enable secret’ command provides greater security 
because the password is encrypted.
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Limiting Access to Device Configurations
Securing User EXEC Access

11. A Cisco device can be accessed via Telnet or SSH through 
_____ ports
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Limiting Access to Device Configurations
Securing User EXEC Access

11. A Cisco device can be accessed via Telnet or SSH through VTY
ports

Most routers have five VTY ports, numbered 0 to 4.



Presentation_ID 74© 2008 Cisco Systems, Inc. All rights reserved. Cisco Confidential

REVIEW

 12. Passwords are encrypted so that they do not appear as ______ 
______ on display units.
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REVIEW

 12. Passwords are encrypted so that they do not appear as plain texts on 
display units.
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REVIEW

12. The banner is a feature used for _________ a ______ to be 
displayed.

MOTD means ____________________.
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REVIEW

12. The banner is a feature used for defining  a text to be displayed.

 Banner messages should be used to warn would-be intruders that 
they are not welcome on your network.

 Banner are useful to quickly identify the terminal.
 MOTD means ‘message of the day’.
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REVIEW

13. Commands can be saved into a __________ 
file to be run in sequence.
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REVIEW

13. Commands can be saved into a configuration
file to be run in sequence.
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REVIEW

14. Each end device on a network must be configured with an __________.

The structure of an IPv4 address is called ____ ______.
IP address displayed in decimal notation, with four decimal numbers between 
____ and _____.
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REVIEW

14. Each end device on a network must be configured with an IP Address.

The structure of an IPv4 address is called dotted decimal.
IP address displayed in decimal notation, with four decimal numbers between 
0 and 255
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REVIEW

15. With the IP address, a _________ _______is also necessary.
IP addresses can be assigned to both physical ports and virtual interfaces.
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REVIEW

15. With the IP address, a subnet mask is also necessary.
IP addresses can be assigned to both physical ports and virtual interfaces.
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REVIEW

16. A network can be divided into smaller parts, called 
subnets.
Subnet mask is a mask used to determine what subnet an 
IP address belongs to.
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REVIEW

16. A network can be divided into smaller parts, called 
__________
Subnet _______ is a mask used to determine what subnet 
an IP address belongs to.
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REVIEW

17. _________ is the most common local area network (LAN) 
technology.
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REVIEW

17. Ethernet is the most common local area network (LAN) technology.
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REVIEW

18. Cisco IOS switches have ___________________(SVI).
 SVI provides a means to _________ manage a switch over a 

network.
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REVIEW

18. Cisco IOS switches have switch virtual interfaces (SVI).
 SVI provides a means to remotely manage a switch over a network.
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Addressing Devices
Configuring a Switch Virtual Interface



Presentation_ID 91© 2008 Cisco Systems, Inc. All rights reserved. Cisco Confidential

REVIEW

19. IP addresses can be configured 
________ or ___________.
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REVIEW 19. IP addresses can be configured 
manually or automatically
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REVIEW

20. If more than one device try to use one 
IP address, there will be a 
_____________.
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REVIEW

20. If more than one device try to use one 
IP address, there will be a IP conflict.
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REVIEW

21. Loopback address is a special IP 
number ________
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REVIEW

21. Loopback address is a special IP 
number 127.0.0.1
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REVIEW

22. The loopback interface allows IT 
professionals ______________without 
worrying about broken or corrupted 
drivers or hardware.
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REVIEW

22. The loopback interface allows IT 
professionals to test IP software without 
worrying about broken or corrupted 
drivers or hardware.
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