Chapter 9

Subneting IP Networks



Network Segmentation

Subnetting

Subnetting is the process of segmenting a network into
smballetr network spaces called subnetworks or
subnets.

The purpose of subnetting

— to control traffic by containing broadcast traffic
within each subnetwork.

— Reduce overall network traffic and improve
network performance.



Network Segmentation

Reasons for Subnetting

Communication Between Subnets

A subnet is a group of machines
to each ot er%wthgut nee&
machines

which can sPe?k directl
Ing to talk to a router/gatewa

A router Is necessary for devices on different networks and
subnets to communicate.

Eaﬁch router interface must hgvea IPv4 host address that
cgnonnegcst et the network or subnet that the router interface Is

Devices on a network anol]subnetu e the router Interface
attached to their LAN as their default gateway.



Subnetting an IPv4 Network

Basic Subnetting

* Borrowing Bits to Create Subnets
e Borrowing 1 bit, NUMBER OF subnets = 2! =2 subnets

Address 192 168 1 0000 0000
Mask 255 255 255 0000 0000
\ ] ]
| |
MNetwork Portion Host Portion
Original 152. 1e8. 1.0 000 0000 Metwork 192.168.1.0/24

233. 2.

Mask  229- 0 000 0000  pask: 255.255.255.0

Borrowing 1 Bit from the host portion creates 2 subnets with the same subnet mask

Subnet 0 Subnet 1

Network 192.168.1.0-127/25 Network 192.168.1.128-255/25
Mask: 255.255.255.128 Mask: 255.255.255.128



Address Range for 192.168.1.0/25 Subnet

Subnet 0 Metwork Address
Network 192.168.1.0-127/25 152. le8. 1. 0 000 0000 =1921681.0
First Host Address
152. 168. 1. 0 ooo oool <=192.168.1.1
192 168.1.025
Last Host Address
PC1 192. 168. 1. 0 111 1110 =192.168.1.126
Broadcast Address
152. 168. 1. 0 111 11311 =192168.1.127
PC2
Address Range for 192.168.1.126/25 Subnet
192.168.1.12825 MNetwork Address
192 . 168. 1. 1 000 o000 =192168.1.128

First Host Address

Subnet 1 152. 168. 1. 1 ooo oooxr — 192.168.1.129
Network 192.168.1.128-255/25 | ast Host Address
152. 168. 1. 1 111 1110 =192.168.1.254

Broadcast Address
192. 1c8. 1. 1 111 11311 =192 188 1 255



Subnetting an IPv4 Network

Subnetting Formulas

Subnets = 2™n
(where n = bits borrowed)

Calculate number of

subnets 1%2. 168. 1. 0 000 0000

A

1 bit was borrowed

2" = 2 subnets

Hosts = 2*n
(where n = host bits remaining)

Calculate number of
hosts 192. 168. 1. 0

[}

2
[}
[}
2
[}
2

T bitz remain in host field

28 hosts per subnet
26 valid hosts per subnet

207 =1
2072 =1

20 -




Borrowing 2 bits to create 4 subnets. 22= 4 subnets

Creating 4 Subnets

Borrowing 2 Bits
—
Driginal 192. 168. 1. 00 00 0000
Mask 255. 255. 255. 00 00 0000
Borrowing 2 bits creates 4 subnets:
=
subnet) 1%2. 1é8. 1. 00 00 0000
subnet1 192. 168. 1. 01 00 0000
subnet 2 152. 168. 1. 10 00 0000
subnet3 192, 168. 1. 11 00 0000
—

Mask

All 4 subnets use the same mask:

299. 233.

192.168.1.0/26

192.168.1.64/26

192.168.1.128/26

192.168.192/26

255. 11 00 0000 Mask: 255.255.255.192

[
[
[
[

%
9
9.
%

L.

68.0.0-192.168.0.63)

168.0.64 - 192.166.0.127)
68.0.128 - 192.168.0.191)
168.0.192 - 192.168.0.206




Creating Eight Subnets

Borrowing 3 bits to Create 8 Subnets. 23= 8 subnets

Metwork 122. 168. 1. 000 O o000 192.168.1.1
Met 0 Fist 192. 1&8. 1. o000 O o001 192.168.1.1
Last 192. 168. 1. ooo 1 11310 192.168.1.30
Broadcast 182. 1e68. 1. OO0 1 1111 192.168.1.31
Metwork 182. 168. 1. 001 O 0000 1192.168.1.32
Net 1 Fist 192. 168. 1. 001 O 0001 192.168.1.33
|ast 192. 1&8. 1. 001 1 1110 192.168.1.62
Broadcast 182. 1&8. 1. o001 1 1111 192.168.1.63
Metwork 182. 1&8. 1. 010 0O o000 192 168.1.64
Met 2 Fist 192. 1&8. 1. 010 O 0001 192.168.1.65
Last 192. 168. 1. 010 1 1110 1192.168.1.94
Broadcast 192. 1&8. 1. 010 1 11131 192.168.1.95
Metwork 192. 1&8. 1. 010 O 0000 1192 168.1.96
Met 3 Fist 192. 168. 1. 010 O 0001 192.168.1.97
Last 192. 1&8. 1. 010 1 11310 192.168.1.126
Broadcast 182. 1&8. 1. 010 1 1313131 1921681127




Creating Eight Subnets (Cont.)

Metwork 192. 168. 1. 100 O 0000 192.168.1.128
Met 4 Fist 192. 168. 1. 100 0O 0001 1192.168.1.129
Last 192. 168. 1. 100 1 1110 192.168.1.158
Broadcast 192. 168. 1. 100 1 1111 192.168.1.159
Metwork 192. 168. 1. 101 O 0000 192.168.1.160
Met 5 Fist 192. 168. 1. 101 © 0001 1192.168.1.161
Last 192. 168. 1. 101 1 1110 192.168.1.190
Broadcast 192. 168. 1. 101 1 1111 192.168.1.191
Metwork 192. 168. 1. 110 O 0000 192.168.1.192
Met 6 Fist 192. 168. 1. 110 O 0001 192.168.1.193
Last 192. 168. 1. 110 1 1110 192.168.1.222
Broadcast 192. 168. 1. 110 1 1111 192.168.1.223
Metwork 192. 168. 1. 111 O 0000 192.168.1.224
Met 7 Fist 192. 168. 1. 111 0 0001 1192.168.1.225
Last 1892. 168. 1. 111 1 1110 192.168.1.254
Broadcast 192. 168. 1. 111 1 1111 192.168.1.255



Subnetting an IPv4 Network

Creating Eight Subnets (Cont.)

Subnet Allocation
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Determining the Subnet Mask
Subnetting Based on Host Requirements

Two considerations when planning subnets:
e Number of subnets required
e Number of host addresses required

Formula to determine number of usable hosts: 2 H-2

= 2"H ((where H is the number of remaining host bits) is
used to calculate the number of hosts.

" -2 (The subnetwork ID and broadcast address cannot
be used on each subnet.)



Benefits of Variable Length Subnet Masking

Traditional Subneting Wastes Addresses

e Traditional
subnettm% Equal
number o

add

resses is

allocated for each
subnet.

Subnets that

require fewer

add

resses have

unused (wasted)

add

resses

Traditional Subnetting Creates Equal Sized Subnets




Benefits of Variable Length Subnet Masking

Variable Length Subnet Masks (VLSM)

The variable-length subnet
mask (VLSM) or subnetting a
subnet provides more
efficient use of addresses.

VLSM allows a network
space to be divided in
unequal parts.

Subnet mask varies,
depending on how many bits
have been borrowed for a
particular subnet.

Network is first subnetted,
and then the subnets are
resubnetted.

Subnets of Varying Sizes

Cnesubnetwas further

dividedto create 8 smaller ""--..)_

subnets of 2 hosts each




Benefits of Variable Length Subnet Masking

Basic VLSM

VLSM Subnetting Scheme

11000000

.10101000.00010100 .00000000 192.

168.20.0/24

—

DW= O

11000000.

11000000
11000000
11000000
11000000
11000000
11000000
11000000

10101000.
.10101000
.10101000.
.10101000.
.10101000
.10101000.
.10101000
.10101000.

.00010100 ,001 00000 192

00010100 .00000000 192.
.168
00010100/.01000000 192.
00010100/.011 00000 192.
.00010100 .10000000 192.
00010100 .101 00000 192.
.00010100 .11000000 192.
00010100 .111 00000 192.

168

168
168
168
168
168
168

.20
.20
.20.
.20.
« 20 -
.20.
.20
.20.

.0/27
.32/27

.192/27_

64/27
96/27 _
128/27
160/27

-

224/27

3 more bits borrowed from subnet 7: l to create sub-subnets.

7:0 11000000.10101000.00010100.11100000
7:1 11000000.10101000.00010100/.111001 00
7:2 11000000.10101000.00010100/,211101000
7:3 11000000.10101000.00010100/.,111011 00
7:4 11000000.10101000.00010100,11110000
7:5 11000000.10101000.00010100/,111101 00
7:6 11000000.10101000.00010100.11111000
7:7 11000000.10101000.00010100/,2112111 00

192.168.20.224/30
192.168.20.228/30
192.168.20.232/30
192.168.20.236/30
192.168.20.240/30
192.168.20.244/30
192.168.20.248/30
192.168.20.252/30_

LANS
AB CD

__ Unused/

Available

WANS

_ Unused!/

Available




Planning to Address the Network

Allocation of network addresses should be planned and documented for the
purposes of:

* Preventing duplication of addresses
* Providing and controlling access
* Monitoring security and performance

Client addresses are usually dynamically assigned using the Dynamic Host
Configuration Protocol (DHCP).

Metwork: 192.168.1.0/24

Use  [First |Last

Sample Host Devices A 229
Network Servers 230 239
Addressing Plan Printers 240 249

Intermediary Devices 250 253

Gateway (router LAN interface) 254




An IPv6 Network Space is subnetted to support design of the network

Subnetting an IPv6 Network

Subnetting Using the Subnet ID

IPwE (48 Address Block

Address Block: 2001:0DB8:ACAD::/48

~ N

148 /64
Global Routing Prefix Subnet 1D Interface ID
\ A A
| I !
48 bits 16 bits 64 b
Increment
" subnet 1D to
85983885888 it create 65,536
88888888888 iuww subnets

65,536 subnets

2001:
2001:
2001:
2001:
2001 :
2001:
2001:
2001:
2001:
2001:
2001:
2001 :
2001:

2001:

ODES8:
ODES8:
ODES8:
ODBS8:
ODES8 :
ODES:
O0DES :
ODES8:
ODES8:
ODES8:
ODES :
ODES:
ODES:

Subnets 13 — 65,534 not shown

:0000:
: 0001 :
: 0002 :
:0003:
: 0004
:0005:
: 0006
: 0007 :
: 0008 :
:0009:
:000A:
: 0008
:000C:

: /64
: f64
: /64
: /64
: /64
: /64
: /64
: /64
: /64
: /64
: /64
: /64
: /64

ODES : ACAD : FFFF: : /64
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